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1
Decision/action requested

It is requested to add a new key issue into TR 33.807
2
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3
Rationale

SA2 has agreed on a solution for delivering IPTV service over FN-RG or 5G-RG connected to 5GC via NG-RAN or W-5GAN. Solution #8 in clause 6.8 is the basis for normative work for the above scenario.
In this solution, there is a procedure defined in clause 6.8.2.3 for the IPTV subsystem to control Access Control of Multicast Channels through the policy information stored in the PCF. This is done via NEF APIs that allow the IPTV subsystem to access and modify the policy.

Authorization mechanism is required to ensure that unauthorized access to these policies are not allowed.
4
Detailed proposal

*************** Start of Change 1 ****************
5.E
Key Issue #E: Authorization of IPTV subsystem
5.E.1
Key issue details
SA2 has concluded that Solution #8 in clause 6.8 of TR 23.716 is the basis for normative specification of delivering IPTV service over the wireline network via the FN-RG or 5G-RG, or over the NG-RAN via 5G-RG (FWA).

In that solution, the Authorization of IPTV subsystem configuration of Access control of Multicast channels is performed as follows:
- NEF exposes one or more APIs to associate a subscription with Access Control of Multicast channels policy information and modify the policy for a given subscription.
- IPTV subsystem uses this API to associate a subscription with the policy or perform modification of the current policy.
- The NEF authorizes IPTV subsystem’s API requests for e.g. by checking authorization rights of the IPTV subsystem, before executing the required action on the southbound interface towards the UDR.
The aim of this key issue is to understand this requirement and define an appropriate authorization method for the APIs.
5.E.2
Security threats
Unauthorized access by the IPTV subsystem to the policy information in the UDR.
5.E.3
Potential Security requirements
The NEF shall authorize the IPTV subsystem before allowing it to use the services accessible through the APIs.
*************** End of Change 1 ****************
